Cloud Computing (AWS)

Course Duration

o Total Hours: 60-80 Hours
Theory: 40%

e Basic Computer Knowledge
e Fundamentals of Networking
e Basic Linux/ Windows OS concepts

e (Optional) Basic Programming knowledge

Module 1: Introduction to Cloud Computiffy6

Topics:

o PaaS
o SaaS

Cloud Deployment Models
o Public Cloud
o Private Cloud
o Hybrid Cloud

o Multi-Clou8®
Benefits and Challenges, of'€lo omputing

hat is ?
o bal Infrastructure
o Regions

Availability Zones
o Edge Locations
e AWS Shared Responsibility Model
e AWS Pricing Models
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o Creating an AWS Account
o AWS Management Console Overview

Module 3: Identity and Access Management (IAM) (6 Hours)

Topics:

o Best Practices for IAM Security
e Hands-on:
o Create Users and Groups
o Assign Policies
o Enable MFA

Module 4: AWS Compute Services (E (1

Key Pairs and Security Groups
Elastic IP
EC2 Instance Lifecycle
Connecting to EC2 (SS
Auto Scaling Overview
Elastic Load Balanger
Hands-on:

o LaunchE

3 (Simple Storage Service)
Buckets and Objects

o Storage Classes
o Versioning
o Lifecycle Policies
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o Upload / Download Objects
Apply Lifecycle Rules
o Attach EBS to EC2

Module 6: AWS Networking (VPC) (10 Hours)

NAT Gateway

Route Tables

Security Groups vs NACL

VPC Peering (Overview)

Hands-on:
o Create VPC
o Launch EC2 in Public Subnet
o Configure Internet Access

e Introduction to AWS Databases

e RDS (Relational Database Service)
o MySQL
o PostgreSQL
o Oracle

« DynamoDB (NoSQL)

e Backup and Restor

Multi-AZ Deployment

AWS Security Best Practices
AWS CloudWatch

AWS CloudTrail

AWS Config (Overview)
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Module 9: DevOps & Automation Basics (Optional / Advanced) (6
Hours)

Topics:

e Introduction to DevOps on AWS

Module 10: Mini Project & Case Studies (10 Hours)

Project Ideas:

e Host a Static Website using S3

o Deploy Web Application using EC2 + RDS
o Create Secure VPC Architecture

o Cost Optimization Case Stud

Understand cloud computing concepts
Deploy and manage AWS services

Design secure and scalable clou structure
Monitor, optimize, and secure,cloud S
Prepare for AWS Cloud tl lutions Architect (Associate)

]
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