DevOps Engineering & Automation [120-130 Hrs]

DevOps and Automation focus on faster, reliable, and repeatable software delivery by combining development
(Dev), operations (Ops), and automated processes.

Module-wise Syllabus and Hours

Module 1: Introduction to DevOps — 6 Hours

DevOps concepts and principles
Traditional IT vs DevOps
DevOps lifecycle

Build lifecycle
Build automation concepts

e Maven/ Gradle / npm
o Dependency and artifact management

Practical: Build a sample application

Module 5: Continuous Integration (CI) — 10 Hours

Continuous Integration concepts
Jenkins architecture

Jenkins installation and configuration
Jobs and pipelines




o Webhooks and triggers

Practical: CI pipeline using Jenkins

Module 6: Continuous Testing & Code Quality — 6 Hours

Types of testing

Automated testing basics

Unit testing overview

Code quality and static analysis

Tools: JUnit, Selenium (intro), SonarQube

Module 7: Containers & Docker — 12 Hours

Practical: Automated server configuration

Module 10: Infrastructure as Code (Terraform) — 8 Hours

Infrastructure as Code concepts
Terraform architecture
Providers and resources

State files and provisioning

Practical: Provision cloud infrastructure using Terraform

Module 11: Cloud Computing for DevOps — 8 Hours




Cloud computing models
AWS / Azure overview
Compute, storage, IAM basics
DevOps practices on cloud

Module 12: Monitoring & Logging — 6 Hours
Monitoring concepts
Metrics and logging
Application and infrastructure monitoring

Tools: Prometheus, Grafana, ELK Stack

Module 13: DevSecOps — 6 Hours

Assessment & Evaluation

Quizzes (Module-wise)
Practical assignments
Mini project / case study
Final exam
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